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Setting up Okta Verify

Step 1

Go to the My IRT Portal (https://myirt.org.au), or any IRT system thatusesthe My IRT Portal to
authenticate (such as My Central or Workplace) and enterin your IRT username and password if

prompted.

irt

Signin

Username

Password

[] remember me

Need help signing in?

Note:if you are on the IRT network or in VMware you will not be prompted for your username and
password.

Step 2
You will now be presented with a prompt to set up Okta Verify.

Click on the Configure factor button to continue.
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Set up multifactor authentication
Your company requires multifactor
authentication to add an additional layer of
security when signing in to your Okta account

Setup required

e Okta Verify
Use a push notification sent to the
mobile app.

Configure factor



https://myirt.org.au/

Step 3

Choosethe model of the phone you will be installing Okta Verify on,iPhone or Android. You will
now be prompted to go and downloadthe Okta Verify app onto your phone.
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Setup Okta Verify
Select your device type
@) iPhone

) Android

e Download Okta Verify from the App

Store onto your mabile device.

Back to factor list

Download the Okta Verify app on your phone through the App Store for Apple devices, or the
Google Play Store for Android devices.

Onceyou have successfully downloaded the Okta Verify app, click Next.

Step 4

You will now be presented with a QR code that you will need to scan with your Okta Verify app.
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Setup Okta Verify

Launch Okta Verify

application on your
€ Add an account -

Can't scan

Back to factor list



Linking your Okta Verify app

Note: Steps 5 through 9 are to be completed using your mobile phone andthe Okta Verify app.
When you reach Step 10, you can return to the My IRT Portal page.

Step 5

Open the Okta Verify app on your phone.

©

Okta Verify

Step 6

Touch the Add Account button at the bottomof the screen, or the + button in the top-rightof the
screen.

okta Verify +

No accounts added

Add an account to verify your identity when
you access your organization's apps

Add Account

Step 7
Touch the Organizationoption

Close Add Account

Choose Account Type

Choose the type of account you would like
to add

m Organization >
Work, school, company

Other

Facebook, Google, etc 2




Step 8

Touch the Yes, Ready to Scan button and scan the QR code that was presented to you in Step 4.

Okta Verify

Do You Have Your
QR Code?

Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

Yes, Ready to Scan

No, Sign In Instead

Step 9
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Setup Okta Verify

Your Okta Verify app will now be linked to your My IRT Portal logon.

Okta Verify

Account Added
You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.

Touch Doneto continue. You will now be presented with a screen containing youremail address
andanumber that cycles every 30 seconds. Youcan now returnto the My IRT Portal page from

Step 4.

okta Verify +

myirt.org.au

653635




Step 10

Returning to the My IRT Portal page, you willnow receive a brief notice that you have completed
the Okta Verify authentication method and you should now be directed to your My IRT Portal home

page.
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Using Okta Verify tolog in

Step 1

Goto the My IRT Portal (https://myirt.org.au), or anyIRT system thatusesthe My IRT Portal to
authenticate (such as My Central or Workplace) and enterin your IRT username and password if
prompted (you won’tbe promptedif accessing from within IRT).
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Rermember me

Step 2

You will be presented with the Okta Verify screen. Click the Send Push button to send a notification
to the Okta Verify app on your mobile phone.
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Okta Verify

On this screen, you also have the ability to:

e Send push automatically - checking this boxwill automatically senda notification to your
mobile phone on subsequentvisits to this site without needing to manually click on the
Send Push button.

¢ Do not challenge meon this device for the next 15 minutes - checking this box will
automatically log youinto thissite without needingto re-authenticate,should youlog out
and choosetolog backin with 15 minutes offirstlogging in.

Please note that these settings are site dependantand will need to be applied to each IRT system
that uses the My IRT Portal for authentication.


https://myirt.org.au/

Step 3

After pressing the Send Push button, your mobile phone will receive an alert from the Okta Verify
app advising that someone has triedto just signin.

If you open the Okta Verify app you will see the details of the connection, including the
(approximate) location and the time the access request was made.

‘ Yes, It's Me ‘ No, It's Not Me

If you're confident that was initiated by you, touch the Yes, It’s Me button to continue.

If you did not initiate any Okta related authentication, please touchthe No, It’'s Not Me button and
adviseIT Support.

Step 4

Onceyou have confirmed that it was you in the Okta Verify app on your phone, the My IRT Portal
page will receive the response and aftera few seconds willautomatically continue to load the page
andlogyouin totheIRT system you are trying to access.
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Signing in to My Central
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